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1. DDoS Attack Incident

2. Types of DDoS

3. Purpose and Characteristic

4. Legality

0. Case Study in 2011

6. Comparison with the DDosS in 2009
1. Q&A



'06. 11 Video Chatting Co. Extortion

'07. 10 Game ltem Trader Extortion

'08. 02 Game Operator

'08. 03 Security Trading Extortion

'08. 06 Political Party

'08. 07 Major Sites in U.S and Korea

'08. 12 Community Site

'09. 02 Gambling Site ST
(service)

'09. 03 Community Site

'09. 07 Major Sites in U.S and Korea

'11. 03 Maijor Sites in Korea



'06. 12 Poland

'07. 02 13 Root DNS

'07. 04 Estonia Gov. Cyber Warfare
'07. 09 www.e-gold.com in US

'08. 08 Georgia Gov. Cyber Warfare
'09. 01 Kyrgyzstan ISP Cyber Warfare
'09. 07 Major Sites in U.S and Korea

09. 08 US SNS site

(www.twitter.com)



Bandwidth - Server/device
saturating flood Traffic S5l o4

Syn Flooding

TCP/UDP Flooding
type DNS Query Flooding  Fragmented Packet

BGP DRDoS SJoadling
Spoofing Possible Partly possible
Symptom N/W bandwidth Resource starvation of the
: consumption victim server, N/W, devices

. Filling server’s Backlog
Sending large

number of packets queue
exceeding bandwidth Outgoing of packets less

capacity
than 64 byte

Method

CC Attack
Get Flooding

impossible
Resource starvation of

web server

Session surplus
Triggering Disk I/O



Zombie PCs compromised
with malware and worm
connected to internet

Causing bandwidth
exhaustion by sending a
large number of TCP/UDP
packets to the target

Stachledraht DDoS Attack

L] < < Lol
Han‘dler Handler Handlel Handler
(- ' """"""" ) I( - [-7 """ ) ‘- |

Compromised  Compromis ed Compromised Compromised

Internet

-

Targeted' §erver(s)

Coppromised

= o111

,Co/rynprom»sed



Spoofed Source IP send DNS query packet to DNS server allowing
recursive name service

DNS server send reply packets to the target (this reply can be
amplified up to 7.5 to 70 times as big as the first query)

case) the attack with slammer worm in Jan 2003

Source IPJ} Spoof = DNS &9

Kl £ 1§

e S ) O O

2210l ABEl=
DNS Server



« A variant of DDoS attack using network devices

* No compromised Zombie PC needed




= DDoS CMD Creator

SYN

SYN

SYN

EYN

SYN

—
—
—

HOST A

SYN,ACK

SYN,ACK

SYN,ACK

SYN, ACK

SYN, ACK

HOST B




 breaking up TCP packet into multiple minimum size
« This method exploits reassembly task at TCP

Victim

Carract Emmnndy

N T ““
Sansing Received




manipulate Cache-control in HTTP User-agent header

Cache-Control: no-store, must-revalidate.

Even simple script can carry out the attack

*http 304 not modify

*All request sent to server,
without reading cache

‘Requesting Image, js files

*Slow service performance
by increasing CPU, Disk 1/O

Bring down servers with
low N/W Traffic

.case) 77DDoS, 34DDoS

© Frame 1 (641 bytes on wire, 641 bytes captured)
i Echernet II, Src: Cisco_lc:d3:40 (00:19:a9:1c:d3:40), Dst: Cisco 00:Tb:40 (00:19:07:00:Ffb;:41

& Internet Protocol, Src: 222.116.165.68 (222.116.165.68), ost: N

£ Transmission Control Protocol, Src Port: unify-debug (4867), Dst Port: http (B0), Seq: 1, A

Hypertext Transfer Protocaol
i GET / HTTR/1.15\r\n
[truncated] Accept: image,/gif, image/x-xbitmap, image/jpeg, image/pjpeq, application/x-sh
aAccept-Language: korn
Ua-CPU: x86\r\n
Accept-Encoding: gzip, deflate\rin
User-Agent: Mozilla /4.0 (compatible; MSIE 7.0: windows NT 5.1; GTBG; .NET CLR 2.0.50727; .
cache-Control: no-store, must-revalidate'r'n |
HOSL: MAN 1. Paran. comyran
connection: Keep-aliveywr\n
NP




HTTP/1.1 technique(not
in HTTP 1.0)

Multiple HTTP requests
are written out to a single
socket

For the server resource
starvation

Exploiting a technique
allowing one TCP session
generate multiple HTTP
transaction

Hard to indentify
maliciousness

client

no pipelining

server

client

pipelining

server

<«— ow



@ Financial Profit or Hacktivism

@ sophisticated malware spreading, C&C for botnets formation

® performing excessive HTTP session without IP spoofing

@ Multiple exploitation of malware not jus DDoS attack
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DDoS attack against 40 government and banking
website from March 3 to March 5

Popular Peer to Peer services were hacked by bot
master in Beljing, China to spread malware since
Aug 2010

With digital forensic and digital profiling, the CTRC
was able to identify the master, North Korea

NK launched the same attack in July 2009
Digital Profiling
Detect and classify the major behavioral characteristics of an

individual in c?]/bercrlme based on analysis of digital
evidences such as malware architecture and communication

method



@ hacking/installing malware

7 P2P sites

Bot-Master in China

Victims
(40)

g
@ access to C&C

@ deliver instruction
to execute attack

3" C&C Zombie PCs(100,000

Master Server (630)

(6)

C&C in Hierarchical
Structure(746 in 70 countries)



Listing of Zombie PCs
Imaging of HDD of Zombies
Analyzing the Zombies

— Malware
— The function
— Intrusion Route

Tracing the Origin of Malware
Obtaining Command & Control Server
Identifying the log record of the suspect



0 00 08 Of 30 f1 99 0D Oe 35 43 a0 59 OB 00 45 00
0010 00 30 42 65 40 00 80 06 33 da cD a8 00 OF a& 7e
0020 1b 53 Oa b3 00D 50 af 2d 42 ca 00 D0 00 00 70 02
0030 40 00 cl 9b 00 00 02 04 05 b4 01 O1 04 02

@) File: "X WEAW2011W20110304 2717 2. | Packets: 424 Displayed: 424 Marked: 0 Load time 0:00.165 | Profile: Default



1 SBUpdate.exe 10,240 Install Malware

2 Ntxxxx.dll 118,784 Install Malware

3 Mxxxsvc.dll 71,008 Update

4 Faultrep.dat 112 3rd C&C list

5 Sxxxsve.dll 46,432 Destruct HDD

6 Noise03.dat 12 HDD Destruction Date
7 Wixxxsve.dll 40,960 Execute DDoS

8 TIntwye.dat 8 Attack Date

9 Tljoggv.dat 12,392 Target



) UpdateD_ s - 2%

B0 BID A4 570 ESWH

(ftuml varsion=™1.0"7»
CTLSHED A>
-:LF[ltT

T O ST e Bbdate.eue <AL
{T‘HFE}E*'CJT'I'FE
<INSTALLPATHC :‘¥Proaram Files¥5hareBox¥#SElpdate. exe</|
<INSTALL _PARAN></INSTALL PARAN:
<FUMNF | LE_PATH></PLMFILE_PATH>
<EXECUTESYES</EXECUTE>
UPDATE_OHLY 3NO</UPDATE ONLY >
< ISER_RIN_CHLY>NO</USER_FUN_ONLY>
<REG_NAME>ShareBox</FEG_NANE>
<INSTALL _ONCEsHO</ | NSTALL _ONCE:
< HSTALL_OWTE=D</INSTALL_DATE>
<[1| SABLE_PATH! »¢/D)| SKBLE_PATHI 5
<0 SAELE _PATHEZ»</D| SABLE_PATHE»
<[I SABLE_PATHI></D)| SAELE_PATHz>
<[)| SKELE_PATH4</DI SABLE_PATH>
<0 SABLE _PATHE></T)| GABLE_PATHS:

< fLIPOATER:>

</TGENEDI 4>

'J]Updﬂlﬂ_ﬁﬁrxmr - HEY ane d
BRE !"'EJ m-lfﬂ:l :?lm iﬂiﬂl

lk?sml version="1. 0
<TGENED Ao

AFDATER>

-:h'EFEII:H}Eﬂm fE E‘.H Q:ﬂEFEIM;-

: Modate, axe </UFL>
-tI'fFE:-E':ﬂ ':'F‘E:'-
I NSTALL PATHoC ®Program Fi les®5hareBosBaBlbdat e, sxid
CINSTALL PARAM></ INSTALL .PARAN
<RUNF | LE_PATH=</RIMFILE_PATH:
EXEOUTEXYES</EXECUTE
<UPDATE .OHLY >N0</UPDATE .OHLY >
< FSEF_RUN _OMLY >N0</SER_RUN_ONLY >
REG_HAME>ShareBowc /REG_NAKE:
£|NSTALL _CNCEHOC/ |NSTALL OMCE>
<INSTALL_DATE>O</ INSTALL DU TE>
) SABLE_PATHI /DI SABLE_PATHI
<[ SABLE_PATHE»</D1 SABLE_PA THE»
< SKBLE _PATHZ /T SABLE_PATHI»
<[ SABLE_PATHA></D I SABLE_PATHA>
<[ SABLE _PATHE»</DI SABLE_PATHE

</IFONTERD
Compromised
UpdateC.dat

/TGSMEDTA>
!
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0000017 BS DE Cé 3D 15 A4 3k 41 F4 OF DO DF 29 24 ; 8 2.7222R Y 540 B o P s
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P2P
Update Programﬂf SBUpdate.exe
15t C&C
Qi T 21 (25EH)
2%} C&CO| IPFEA(17))
SBUpdate.exe 3AF CRCO| IPF4-(107H)
Ny dll , 20 C&C
< L (84CH)
ntxooo.dll
J L

faultrep.dat Mboosve.dll

BA CAC IPF2 [

107§) (UPDATE?|S)

Sxxxsve.dll

MNoise(3.dat
D (HDDI} 1| 7| &)

(HDDIHI| 2 A])

EXE,DLLI}

Tintwye.dat

DDoSEZH YA

( =S Wiaosve dll
B (DDoS7|s)

Tljoggv.dat

(BAAE)

Victims



Ble Edit View Tools Help

L3iDoc % Transcript [ Picture =] Report (3 Console T3 Detais & output [ Lock [ Codepage [ 0/2
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* Modus operandi is identical
— The most targets duplicate

— P2P website were hacked to spread malware
— DDoS type

— Target list changes according to the designated time
— HDD destruction

« Malware Programmer is the same
— Malware is identical
— Software version is the same

« Three overseas C&C servers duplicate



® hacking/installing malware @ spreading malware

I
| RS ~
i RN
I P2Psites ..
| \
|
|
| _BotMaster in China
15t C&C
(9) \ b o
Victims
31 C&C ond C&C 35 in US and Korea

(3] (216)

@ access to C&C  master C&C

(1] @ deliver instruction

to execute attack

®

4t C&C Zombie PCs(270,000)

(6]
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FEMH

(30H)

MUSS A

(6L ﬂ%’@
C&C in Hierarchical
Structure(435 in 61 countries)

dERSANY

(4160H)

(84LH)

Master At
(6LH)

AUI0IEAMH
(6300H)

C&C in Hierarchical
Structure(746 in 70 countries)



remark

num Target in 2009 Target in 2011
1 ahnlab.com ahnlab.com
2 assembly.go.kr assembly.go.kr
3 auction.co.kr auction.co.kr
4 president.go.kr cwd.go.kr
5 mail.daum.net daum.net
6 hanabank.com hanabank.com
7 kbstar.com kbstar.com
8 ebank.keb.co.kr keb.co.kr
9 mnd.mil.kr mnd.mil.kr
10 mofat.go.kr mofat.go.kr
11 naver.com naver.com
12 ncsc.go.kr nis.go.kr
13 banking.nonghyup.com nonghyup.com
14 shinhan.com shinhan.com

15

wooribank.com

wooribank.com




2009

© Frame 1 (641 bytes on wire, 641 bytes captured)

Ethernet II, Src: Cisco_lc:d3:40 (00:19:a9:1c:d3:40), Dst: Cisco_00:Ffb:40 (00:19:07:00:Ffb:40)

InTternet Protocol, src: 222.116.165.68 (222.116.165.68), D5T: 211.41.82.156 (211.41.82.156)

Transmission Control Protocol, Src Port: unify-debug (4867), Dst Port: http (80), Seq: 1, ack: 1, Len: 587

& Hypertext Transfer Protocal

W GET J HTTR/L.IAr\n

[truncated] aAccept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, application/vnd.ms-excel, a
Accepr-Language: ko\rin
UA-CPU: XBE&\r'\n
aAccept-encoding: gzip. deflate'r'n
user-agent: Mozilla/4.0 (compatible; MsSIE 7.0; windows NT 5.1; GTB6; .MET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729
Cache=Control: no-store, must-revalidatelr\n
Host: mail.paran. com\rin
connection: Keep-aliveirin
\rin

2011

B

B &

m

Frame 35: 458 bytes on wire (3664 bits), 458 bytes captured (3664 bits)

Ethernet II, 5rc: Intel_43:a9:59 (00:0e:35:43:a9:59), Dst: EfmNetwo_30:f1:99 (00:08:9f:30:f1:99)
Internet Protocol, src: 192.168.0.15 (192.168.0.15), Dst: 168.126.27.83 (168.126.27.83)
Transmission Control Protocol, Src Port: tn-timing (2739), Dst Port: http (B0O), Seqg: 1, Ack: 1, Len: 404

ccept: image/jpeg, application/x-ms-application, image/gif,
Accept-Language: ko'r'n

User-agent: Mozilla/5.0 (X11; U; Linux i686; ko-KR;
Accept-Encoding: gzip, deflatern

cache-control: no-store, must-revalidatei\r\n
Froxy-Connection: Keep-Aliwve'r'n

HosT: www.nis.go.krrin

Wri\n

application/xaml+xml, image/pjpeg, application/x-ms-xbap,

rv:1.9.0.4) Gecko/2008111217 Fedora/3.0.4-1.fcl0 Firefox/3.0.4\r\n



1<7xml version="1.0" enc 2009

¢ <TGEMEDIA>

3
4
5
b
1
B
9

10
11
12
13
14
15
16
17
18
19
2(
21
22

<UPDATER>

<NAME-DOWNS UPDATE</NAME>
i 1.0.0

<TYPE»2</TTPE>

<INSTALL PATH></INSTALL PATH>
<INSTALL PARRM></INSTALL PRRAM>
<RUNFILE PATH»</RUNFILE PATH:
<EXECUTE>TES</BXECUTE>

<UPDATE ONLY>NO</UPDATE ONLT>
<USER_RUN_ONLY>NO</USER RUN ONLY>
<REG_NAME>DOWNS UPDATE</REG NAME>
<INSTALL ONCE>NO</INSTALL ONCE>
<INSTALL DRTE></INSTALL DATE>
<DISAELE PATHI»</DISRBLE PRTHI>
<DISRBLE PATHZ></DISABLE PATHI>
<DISRBLE PATH3»</DISABLE PATH3>
<DISAELE PATH4»</DISRBLE PRTHA>
<DISRBLE PATHD></DISABLE PATHS>

</UPDATER>

23 </ TGEMEDIA>

2011

| UpdateD 2% yml - §2%
=% o MA -

OE0 B0 480 20 ZsEH

Kol version="1.0"7
LTGEMED |4
< POATER:

<VERSION=2010.06. 23, 5¢/VERS 0N l
e St S Tar et e T ooupdate, awe «/URL:

<TYPE:2</ TYPE>

INSTALLPATH:C ¥Progran FilesthareBoxdiBlpdate, exes/INSTALL_PATH:

£INSTALL _PARAM:</ INSTALL_PARN:

<FINF|LE_PATHz+</RUNF LE_PATH:

<ENECUTERNES/ENECUTE:

£ POATE_CHLYH0</UFDATE_ONLY>

| £/ JSER_RUN_ONLY:h0x /LISERRLN_ONLY:»

| <FEG_NANE>ShareBax</AEG_NANE:

£INATALL_ONCEMO/ INSTALL_ONCE:

. £INATALL _DATE>0</ INSTALL DATE>
£ SABLE_PATHI 5</DISAELE_PATHI »
4| SABLE_PATHZ=</DI SABLE_PATHE:
<0 SKELE_PATHT=</DISABLE_PATHS:
<)/ SABLE_PATH:</DI SAELE_PATHA:
<[] SABLE_PATHE=</DI ShELE_PATHE:

</ IFDATER
£/TRAHED A




:Ank __cdecl wub_ 1
sub_1@BEVSHD proc near

Stri= dword ptr &

push esi
oy esi, [espeissird]
test esi, esi
pch wdl
jnz shart Lot 1888158F
e
¥
- v
Dot _10@@u50HF =
Lo il ds:_weknicnp
push L] i MauCouni
push nifset Stre PO
push esi P Str
call edi METRICRp
o esp. BEN
test BaN, @an
jz loc_10001E05
y
- T
path L i MaxCoun
push ffset & @eck ;oo
push [T FE11al
call edi ; _wc=nicep
add esp, BCR
test PN, B0
iz lac_1BBIHE0S
¥
- v
push " i MaxCoust
P nifaet &_dsca R
painh L5 & St
call edi @ _wesmicap
sdd esp, BCh
test vaN, #ax
jz loc_1B00HERS
¥
-u T
iy Ll 5 MasCoust
push afisel a_wupa R
pursh Bsi HE1ls]
call edi ; _wcaznicep
aod rsp, BCh
test raN, eax
iz lac_10001E0S
s
-u v
push [ ¢ ManCauni
push ufisetl a_spe PR
push Bai ; 5tr
call edi ; _wcswicap
add esp. BEh
test PN, BIC
iz lac_100IHE0S
L

edi

: MaxCount
HREY
:

Skt

wesnicmp

gsp, ACh
Bax,
loc_4B152D0

wa

?

-
push 5
push nFfset a_tock
push esi
call edi ; _wesnicep
add esp, DCh
test BaK, eax
jz loc_4@1520
7
-
push L ; MaxCount
push wFfzet a_docm m
push rsi
call edi ; wosnicop
add esp, BCH
test eax, Bax
j= loc 4B1520
7
- w
push L
push piFfset a_upd
push esi
call edi ;  weswicmp
ad esp, BCH
test Bax, eax
j= loc L@is20
'
- w
push L
push nFfsel a_upx
pus=h osi
call edi ; wosnicep
add esp, BCh
test eax, ea
ix loe_ 4EI52D
r
T
push L
push offset a_wiri
push Liz ]
call edi ; _wesnicep
add esp, DCh
test BaK, eax
jz loc_4@1520




Function Malware in 2011 Malware in 2009 Remark
wversion.exe
HDD Destruction sfofsvc.dll
flash.gif
DDoS Attack meitsve.dll ntscfg.dll
per_fvwr.dll
Update wsfcsve.dll wmiconf.dll
1st C&C Server samjmgr.dll netimgr.exe
3rd C&C Server ncsvc.dll netimgr.dll
Install malware ntds50.dll

First malware

SBUpdate.exe

Dupdate.exe

Spam sending

mstimer.dll




2011

2009

il e Bt e S I L e
Mt dl 23 18 22 18 26 30 14 / 13
sfofeve.dl | 33 22 20 24 | 66 70 | 108 10 15
welases-dl 21 17 15 12 25 31 17 6 9
sarimar.di 35 40 37 34 41 50 19 14 23
"Gk | 27 22 23 22 97 | 162 | 53 9 14
oy 28 21 19 21 35 36 20 9 18
SBUpdato.exe 13 19 18 18 10 12 / 13 10




1zpuUrCe :
. [5.1.2688.5512 <ntscfg.dll>
ProductlUerszion: 5.1.2680.5512
Target 0%5: 32 bhit Windows running with Windows HNI.-2808
Language *‘H487684hH*
Comments: *°

CompanyMame: ‘Microsoft Corporation’
FileDescription: °"HT Security Configuration’
FilelUersion: '5.1.2680.5512 <xpsp.08A413-21688>°

InternalMame: ‘ntscfg.dll’

LegalCopyright: ‘(L) Microsoft Corporation. All rights reserved
LegalTrademarks: **

OriginalFilename: *ntscfg.dll’

PrivateBuild: '*

ProductMame: *Microsoft® Windows B Operating Syste’
ProductlUersion: *5.1.2608.5512°

SpecialBuild: *°

‘ESOUPCE S
CLIEVERS LUI = L.1.26H08.5512 <WSfCSV.d||>
ProductlUersion:| 5.1.2680.5512
Target 0O5: 32 hit Windows running with Windows NT 2808
Language *‘848984B8*
Companydame: *Microsoft Corporation’
FileDescription: ‘Task Scheduler interface DLL'

FilelUerszion: '5.1.26080.5512 (xp=p.B8@413-21088>’
InternalName: ’Ta%yﬂcheduler’
LegalCopyright: *{L) Microsoft Corporation. All rights reserved

OriginalFilename: ‘mstask.dl1l’
ProductMame: *Microzoft® WindowsE Operating Syste’
ProductlUerszion: *5.1.2680.5512"




Similarity 0.98 (1.00 @)

2009

Confidence 0.99 {099 &)

1.00
075 . 075
<inetsvc.exe>
025 0,25
0.00 0.00
Functions 98.4% Basicblocks 98.5%
1 0]
240 -~ — 2302
95.4% . k) 08.5%)
M7
%
Jumps 98.5% Instructions 98 8%
3350 __4' w0 | 11184 L Je
08.5% i\ ﬂ osa% . [0e%
: | 12 [a3
loaw loa%
Stats
Primary Image Secondary Image
Name inetsvc exe inetsvc.exe

Matched Functions
Unmatched Functions
Mon-Library Calls
Library Calls

Matched Jumps
Unrnatched Jurnps
Matched Basichlocks
Unmatched Basichlocks
Matched Instructions
Unmmatched Instructions

240/ 247 (39 2%)
24242 (08%)

516/ 517 (30 8%)
14517 (0.2%)

3380 / 3428 (95.9%)
39/ 3428 (1.1%)

2302 £ 2420 (98 8%)
2612420 (1.2%)
11184 £ 11281 (89.1%)
57 /11281 (09%)

240 £ 242 (39 2%)
2242 (18%)
5114512 (39 8%)
14512 (12%)

3380 /3401 (99 6%)
12/ 3401 [0.4%)
2302 £ 2401 (99 6%)
5/ 2401 (0.4%)

11184 £ 11227 (39.6%)
43011227 (0 4%)

Similarity 0.95(1.00 ) 2 O 1 1 dence 0.99 (095 a)
1.00 ™ o
0,75 N \].75(
<msengsvc.exe>
0.25 0,25
0,00 0,00+
Functions 92 0% Basicblocks 90 4%
[y
143%
|Es__ = _15"| 72z
ey {2.8%] oo |
Jumps 92.3% Instructions 92 .6%
[75
:-\ [3.2%
ag?azﬁ‘ 95203; — 4 ; Eg:e
Stats
Primary Image Secondary Image
Narne MSENSYE BHE MSENSYE BXE

Matched Functions
Unmmatched Functions
Man-Library Calls
Library Calle

Matched Jurnps
Unmatched Jumps
Matched Basichlocks
Unmatched Basichlocks
Matched Instructions
Unmatched Instructions

365 /365 (95 6%)
17 4385 (4.4%)

335 1437 (TR.T%)
102 £ 437 (23.3%)
G672 /897 (97.2%)
25 1 B9 (2.8%)

A2 778 (95.4%)
36/ 778 (4.6%)
80187 /5272 (95 7%)
175 £ 5272 [3.3%)

355 /363 (36.1%)
15/ 383 (3.9%)

385 / 468 (77 3%)
104 / 459 (22.7%)
872 /920 (34 8%)
481920 (5.2%)

742 /785 (34 5%)
431785 (5.5%)
8087 /5331 (95.6%)
234 /5331 {4.4%)




Rarely used in other programs
Forcefully designate the time of file creation, alteration,

and display

2009

.text:0B4652E0 hobject = dword ptr |
.text:004052E8 lpLastWriteTime = dword ptr 8

.text:804052E0
.text:884052E8 mov
.text:884B52E4 push esi
.text:B84B52ES mov
.text:8p4052E9 test eax, eax
.text:004852EB jz short loc_uB52F7
.text:8046852ED push eax
.text:8046852EE push eax
.text:8046852EF push eax
.text:8046852F0 push esi
.text:0040852F1 call ds:SetFileTime
.text:004052F7

.text:0040852F7 loc_A4852F7:
.text:004052F7 push esi
.text:004052F8 call ds:CloseHandle
.text:084852FE pop esi
.text:004052FF retn

eax, [esptlpLastWriteTime]

esi, [esp+i4+hObject]

; lpLastWriteTime
; lpLastAccessTime
; 1lpCreationTime

; hFile

; hObject

<netlmgr.exe 4052E0 function>

2011

-text:1086D480
-text:1000D480
-text:1000D480
-text: 10000480
-text:1086D484
-text:1006D485
-text:1086D489
-text: 10000488
-text:1086D48D
-text:1086D4BE
-text:1000D48F
-text:18860490
~text:1086D491
-text: 10000497
-text:1000D497
-text: 10000497
-text:1006D498
-text:1086D49E
-text:10006D49F

hobject
arg_4

mnov
push
mov
test
jz
push
push
push
push
call

= dword ptr 4
dword ptr 8

eax, [esp+arg_ 4]

esi

esi, [esp+i+hObject]
eax, eax

short loc_1088D497
eax

eax

eax

esi

SetFileTime

loc_1080D497:

push
call
pop

retn

esi ; hobject
ds:CloseHandle
esi

<ncsvc.dllel 1000d480 function>



Error Code 2733
Retry after Ox1E standby

.text:0040854B8 loc_ 4054B8: ; CODE XRI .text:1000D8A6 loc_100BDEBAG: ; CODE XREF: se
Loxta004 05488 call ds:GetTickCount = 8A6 call dszGetTickCount
@405 4BE mou edx, [esp+1Bh+arg_4] 8AC mou ecx, [esp+1Bh+arg_C]
2009 B4 B54C2 mou ecx, [esp+iBh+arg 8] 8B8 sub eax, ebp
B4B54C6 sub eax, edx 8B2 cmp eax, ecx
B4B54CE cnp eax, ecx 8B4 ja short loc_10688D984%
.text:0840854CA ja short loc_u8551A -text:10088D8B6 mov eax, [esp+iBh+arg_4]
-text:@A4A54CC MOV ecx, [esp+16n+arg_0] .text:100008BA mov ecx, [esp+iBh+sock]
.text:004654D8 mov eax, edi .text:1080D8BE sub eax, edi
-text:0046854D2 Sub eax, ebx .text:1000D8CO push 8 ; _DWORD
.text:0046854D% push 8 -text:1006D8C2 add eax, ebx
.text:B84854D6 add eax, ebp .text:1000DECY push  edi ; _DWORD
.text:BGHBSHDB PUEE ebx .text:10008D8C5 push eax ; _DWORD
.text:BMBSHD? PU5n eax _text:1886D8C6 push ecx ; _DWORD
-Eexi:z““ﬂ5uﬂﬂ Puil Ecxd .text:1080D8CT7 call send
-text: 08485408 Ca Sen .text:188808CD mov esi, eax
.text:004654E1 mov esi, eax - - .
. ; -text:1000D8CF test esi, esi
.text:DO4B5LES test esi, esi N
N .text:10808D8D1 jz short loc_10868D0984%
.text:BO4B5LES jz short loc_u@551A 0 -
text: DO4OSHE? Cnp esi. BFFFFFFFEh -text:1000D8D3 cmp esi, OFFFFFFFFh
-text:uuuasuzn i shu;t Lot WOSHFR .text:1080D8D6 jz short loc_1888DSEY4
_text:B84854EC call ds:GetTickGount ':extf::g:“ns call ds=CetTickCount
.text:OBLBSLF2 MOU [esp+1Bh+arg_4], eax -text:1000D8DE mou ebp, eax
T text:UBLESHES SUD ebx, esi .text:ﬂll][IDBEﬂ s.uh edi, esi
“text-BOLESLFS jnp short loc_46550F .text:10008DBE2 jmp short loc_1886D8F9

.text:DOUBSLFA -text:1AAADBEL
.text:DOUBSLFA .text:1000DBEY
text:BOLBSLFA ; CODE XREF: CC_SEMD+5ATj -text:-18ABDBEL ; CODE XREF: send_to_host+hétj
.text:0O40854FA call WSAGetLastError B -text:1006D8EL call WSAGetLastError

_text:@ALBSSEA Cnp eax, 2733n -text:1800D8EA cnp eax, 2733h

_text:00485505 jnz short loc_46551A .text:1000DBEF jnz short loc_10886D984

.text: 00405507 push 1Eh ; dwMilliseconds -text:10808D8F1 push 1Eh ; duHilliseconds

.text: 00405509 call ds:Sleep -text:1000D8F3 call ds:Sleep

.text: 884855 8F -text:1000D8F9

.text:00405586F ; CODE XREF: CC_SEMD+68Tj -text:1000DEF9 ; CODE ¥REF: send_to_host+52Tj
.text:00408550F test ebx, ebx .text:1000D8FY? test edi, edi

_text:88485511 jnz short loc_4854B8 .text:1000D8FB jnz short loc_10068D8A6

.text:@8485513 .text:10008DEFD

.text: 004085513 ; CODE XREF: CC_SEMD+26Tj -text:1088D8FD ; CODE ¥REF: send_to_host+14Tj
.text: 008485513 mov eax, edi -text:1000D8FD pop edi

.text:00465515 pop edi -text:1008BDEFE pop esi

.text: 008465516 pop esi .text:1000DEFF mov eax, ebx

text:aeyp5517 pop ebp -text:108680981 pop ebp

.text:o04p5518 pop ebx .text:108880902 pop ebx

-text:@8485519 retn -text:10060983 retn

<netlmgr.exe> <ncsvc.dll>



Call Close_sock and sleep

Destruct thread after 36EE80 standby

2009

.tex

.text
.text
-text
-text
-text
-text
-text
-text
-text
-text
-text
-text
.text
.text
.text
-text
-text
-text
-text
-text
-text
-text
.text
.text
.text
-text
-text
-text
-text
-text
-text
-text

a4e1275
a4e1270

seeup127D
tooup1280
tooup1282
:00LB1287
:004B1289
:004B128E
:004B128E
:004B128E
-00LE128E
-0eLB1292
-eeuB1297
:8BuB1298
-8BuB1299
t004B129E
seoupi2ad
toouB12AL
:004B12A6
:004B12AB
- 00LB12AD
-8euB12B2
-8euB12B2
:8BuB12B2
:8BuB12B2
:8eue12p9
:004012BB
:004B12BC
seaue12c1
SBeLE12Ch
-00LB12CE
seeue12p4
-eeue1207
-8BuB12D8
:8B4B12DA

call CC_SEND
add esp, BCh
cmp eax, BFFFFFFFFh
jnz short loc_4@128E
push 3GEE8Bh ; duwHilliseconds
call ebx ; Sleep
jmp loc_4811FA
; CODE XREF: sub_4811D@+BOTj
lea ecx, [esp+1@14h+var_1008]
push 2BF28h
push ecx
push esi
call GC_RECY
add esp, OCh
cmp eax, BFFFFFFFFh
jnz short loc_4@12B2
push 36EEBBh ; dulilliseconds
call ebx ; Sleep
jmp loc_4B11FR
; CODE XREF: sub_uo11D@+D4tj
cmp [esp+1B1sh+var_1004], 3202h
jz short loc_4812DF
push esi
call close_sock
add esp, 4
cmp [esp+181kh+var_1004], 3284h
jnz loc_4@81233
mou edx, dudilliseconds
push edx ; dudilliseconds
call ebx ; Sleep
jmp loc_4811FR

<netlmgr.exe>

2011

45p push
45E push

.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text

118807485
118807485
118807485
118807485 push
118807484 lea
118807498 push
118807492 push
118807493 push
118807494 call
118807499 add
:1880749C Cnp
:1000749F jnz
:18007441 push
118007442 call
:180074a7 add
:108074A0 push
:180074AF call
110007485 jnp

:1008745F call
10007464 add
110007467 CNp
110867460 jnz
:1080746¢ push
:1000746D call
;10007472 add
10007475 push
;10007470 call
10007480 jnp

eax
esi

send_to_host

esp, 16h

eax, BFFFFFFFFh

short loc_10887485

esi

close_sock

esp, 4

36EES Bh ; dudilliseconds
ds:5leep

loc_108687352

; CODE XREF: thre
927CBh
ecx, [ebp+var_18a8]
14h
BCX
esi
recu_from_host
esp, 16h
eax, BFFFFFFFFh
short loc_188474BA
esi
close_sock
esp, 4
36EESBh
ds:Sleep
loc_18887352

; duiilliseconds

<ncsvc.dll>



« Identity in selecting Master server
* Try to access to Master
« Retry after sleep(2BF20)

-text:804859B4 ; CODE XREF: sub_ .text:10007382 ; CODE XREF: thre
.text:0040859B84 call ds :rand _text:100807382 push 1Eh - int
LexL0mEo98R oot ebp 007384 lea eax, [ebp+uar 2C]
2009 [osussomo mov  esi, edx 201 067387 push  2BF26h - duMtilliseconds
0684B59BF mov ax, [ebx+esixg+y] .LEALC- 1880738 push eax ; int
-text:B8B4859CY test ax, ax .text:18086738D lea ecx, [ebp+iparray]
.text:0p4B59CT jZ short loc_4859EC _text:-100807293 |]|.|5|'| Ath . int
-text:004059C9 mov - edx, [ebx+esixg] text:10007395 push  ecx - int
; : h  @ah . . :
tent 00A0Z00E push  cax .text:10007396 call  select master
.text :884859CF push edx .text:100087396 mov esi, eax
.text:apLASODA call connect_to_host text:10087392D0 add esp, 14h
-text:004059D5 add esp, OCh .text:1808073A0 cnp esi, BFFFFFFFFh
.text:804659D8 cnp eax, BFFFFFFFFh “text:108673A3 mov [ebp+var 14], esi
-text:604859DB mov [esp+14h+var_4], eax . . =
_text:004059DF jnz  short loc_485A12 -text:108073A6 )z loc_10007689
.text:BB4859E1 push  2BF20h : duMilliseconds -text:1886873AC push esl
.text:@04859E6 call  ds:Sleep .text:1@8073AD call simple _talk with master
<netlmgr.exe> <ncsvc.dll>




« Encryption and Authentication

e
ZH]

(wmiconf.dll)

200 www.oole.com!

SEAMHEE 1074

Mmsensvc.exe
(3%} C&O)
A I

HTTP/L.1 GET /dns?

200 www.yahoo.com!

~CFG,TMP 2 £ 7 £

4

SEND FILE{Al Tt URL

<wmiconf.dll> <msensvc.exe, sensvc.exe>



« C&C Backdoor is identical

A gdo] 7ls A gdo] s

1 0xC300 HEYIZIE HE, HEEHOIE M& 7 0xC306 ECHOJIS(=4lE X &4)

2 0xC301 | slEC)A3 e M2 8 0xC307 | EX mY A

3 0xC302 oUZE S 9 0xC308 EYd oz MHAN NME

4 0xC303 £ oY ME 10 0xC309 AWFA T2 OH ZEE ME

5 0xC304 o =4 11 0xC30A EYdozOYW IR

6 0xC305 | EF == oA 2 oxcsoB— | £ mto| dy +8 LAl HY

ZUU Ull
crexceoorom/2 call  ds:GetTempFileNamed CERTTONTUZIsY e eax, [ebp+PathHame]
.text:06481478 mov  edx, [esp+8BCh+arg 4] -text:0040238F push  offset PrefixString ; ""Dfg”
.text:BO40147F lea ecx, [esp+8BCh+Filedame] -text:00402394 push  eax ~; lpPathHame
text:pALA1483 |]|.|S|'I oLy .tExtEﬂﬂhﬂQEQS iall dS.GEtTEmEEli;:BmEH
.text:0046148% push pdx Ltext:00402398 lea eax, [ebp+PathHame]
" " .text:004023A1 push eax
Ltext:0auA1485 push  offset ale ; xe / text:084623a2 push  edi
-text:0B4B148A push offset atm ; on” Ltext: 0402303 lea eax, [ebp+CommandLine]
-text:B046148F lea eax, [esp+BLLh+Dest] .text:00482300 push  offset aCmd exeCSS ; “cmd.exe /c W'%sW" > %s"
.text:00401496 push  offset Format ; "%sd.efsc W'%s > %sH""  |.text:04023AE push  eax ; Dest
LLext:084023aF call ds:sprintf

<inetsvc.exe>

<MSEensvc.exe, Sensve.exe>




Backdoor in 2009 Backdoor in 2011







